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POINT

By Alex Mayo, Multimedia Manager, Angel Business Communications

Managed Services Summit London 2024
A day of insight, innovation, and networking

11th September delivered a packed agenda of
insightful keynotes, engaging panel discussions,
and valuable networking opportunities. The event once
again solidified its position as the go-to gathering for
IT channel professionals, managed service providers
(MSPs), and industry leaders, setting the tone for the
future of managed services.

) THE 2024 Managed Services Summit London on

Here’s a look back at the key highlights from the day:
Setting the Stage: A Dive into the UK MSP Landscape
The day kicked off with an engaging panel session
exploring the current state of the MSP sector in the UK.
Panelists from Pax8, Kaseya, GFI Software, BlackFog,
Lenovo, and ConnectWise dove deep into the challenges
and opportunities in sales, marketing, and service
delivery, offering actionable strategies to thrive in a
competitive landscape.

Keynote: Unleashing Your Inner Sat Nav

A major highlight was the keynote by Derek Redmond,
the renowned Olympic athlete, who shared valuable
lessons on resilience and adapting to change. His talk,
Unleashing Your Inner Sat Nav, inspired attendees to
embrace challenges, adapt in the face of disruption, and
stay resilient in today’s unpredictable business climate.
Future-Proofing: Looking Ahead to the Next Five Years
As technology rapidly evolves, staying ahead of trends is
critical for success. The second panel session of the day
focused on long-term strategies, exploring how MSPs
can future-proof their businesses by incorporating Al,
navigating regulatory changes, and adapting to market
forces. Experts from Stellar Cyber, SonicWall, Good Sign,
Atera, and Giacom shared invaluable insights.

Breakout Sessions: Tailored Insights for Every MSP

With a wide array of breakout sessions led by top
industry experts, attendees had the opportunity to deep-
dive into a variety of critical topics. From leadership and
cybersecurity to compliance and the role of Al in IT, the
sessions offered something for every attendee, ensuring
that MSPs left with actionable strategies tailored to their
needs.

Exploring Al’s Impact on the Future

In the afternoon keynote, Professor Lisa Wilson
captivated the audience with her presentation on the
role of Al in shaping the future of the IT sector. She
discussed the evolving role of Al, its potential to
transform business processes, and how it can enhance
productivity while raising critical questions about its
societal impact.

The Big Debate: Closing with Industry Insights

The day wrapped up with “The Big Debate”, a lively and
interactive panel session featuring industry leaders from
Ghost Enterprises, Cobweb, SHARP, and AirlT. Audience
members had the chance to ask questions and share
their views, providing valuable insights into the evolving
role of MSPs in a fast-changing digital world.

Networking and Prizes

Throughout the day, there were ample opportunities

for networking, with attendees connecting with peers,
vendors, and potential business partners over coffee
breaks and the post-event networking drinks reception.
The day closed with exciting prize giveaways, including
Apple AirPods Pro and hospitality tickets for the England
vs. Scotland Six Nations match.

Looking Ahead

The Managed Services Summit London 2024 was an
outstanding success, leaving attendees with fresh
perspectives, new connections, and clear strategies

to drive their businesses forward. As we reflect on the
insights and conversations from this year's summit, it's
clear that the MSP sector is set for continued innovation
and growth.

We look forward to seeing you at future events, including
the MSS Nordics in Stockholm and the MSS Manchester

in November 2024. Stay tuned for more opportunities

to engage, learn, and grow within the managed services

industry.

Until next time!
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Modernisation challenges hinder IT team

productivity

While modernisation challenges impact productivity and business success, survey finds
that all IT decision makers are turning to experienced partners for support.

ROCKET SOFTWARE has published
the findings from its survey, IT
Modernisation Without Disruption.
Rocket Software commissioned
Forrester Consulting in this survey
of over 300 global decision makers,
including CIOs, VPs and Directors,
responsible for modernising their
company’s IT environment to explore
strategies and the value external
partners provided.

Key survey findings include:
Modernisation challenges are disruptive
to businesses, with one-third (33%)

of respondents reporting that these
roadblocks led to reduced productivity
Successful IT modernisation strategies
are tied to both stronger technological
and business outcomes, which is why
many C-suite executives (42%) are
championing these efforts, recognising
their transformative potential

For businesses, modernisation is not
just about staying relevant; it’s essential
for staying agile and competitive.

The key to successful transformation

is how an organisation strategically
aligns their technology to their business
and the context it operates in, whether
that be healthcare, financial services,
manufacturing or retail. Though it

can be daunting, businesses are

not backing down. Sixty-nine (69%)
percent of respondents believe IT
modernisation is crucial for achieving
their business goals over the next 12
months.

However, these modernisation
journeys are not without roadblocks.
Modernisation challenges include
costly and time-consuming application
re-write projects, with over half of
respondents (51%) attempting at least
six re-write projects as part of their
cloud migration strategy due to multiple
failures. Rewriting applications can

be a costly mistake for businesses, as
it often leads to extended timelines,
operational disruptions, and frequently
fails to deliver the expected outcomes.
Challenges also include concerns over
security (41%), talent shortages/skills
gap (38%), and inadequate tools (30%).

These challenges are negatively
impacting business — 38% said
modernisation challenges have hurt
their ability to recruit new talent, 35%
stated that these challenges reduce
their ability to compete, and 44%
said that these obstacles have led to
delayed timelines.

However, the survey found that
organisations who work with external
partners (e.g., hyperscalers, managed
service providers, trusted software
vendors, system integrators, or
external consultants) to supplement
internal shortcomings reduce these
modernisation challenges.

“Modernisation is an imperative

for achieving both business and
technology goals, yet it comes with

a range of challenges,” said Phil
Buckellew, President, Infrastructure
Modernisation Business Unit, at Rocket
Software. “At Rocket Software, we are

committed to supporting enterprises
through this complex process, ensuring
that modernisation is seamless

and effective. We recognise that
modernisation goes beyond technology
upgrades - it involves a strategic
transformation of an organisation’s
entire operation.

Our focus is on enhancing efficiency,
improving customer experiences, and
driving competitive innovation. The key
to a successful modernisation journey
is partnering with a team that not only
understands the intricacies of the
process but also provides the solutions,
expertise and personalised support

to meet you at every stage of your
journey.”

Additional survey findings include:
Modernisation is a continuous journey
The survey found that priorities differ
for organisations at different points in
their modernisation journeys. Fifty one
(51%) percent of respondents who have
been on their IT modernising journey
for more than one year selected
“improved ability to take advantage of
cloud-native, scalable applications” as a
top desired outcome, compared to only
37% of those who are just starting out.

Experienced IT modernisation decision
makers were also more likely to select
“competitive parity or advantage” as a
top outcome compared to beginners.

These insights demonstrate how

those with greater maturity are making
IT modernisation a more strategic
advantage for their business.

Every journey needs good company

All respondents confirmed that they
rely on a partner for their transformation
journey. The right partnership can make
IT modernisation faster, less disruptive,
and more aligned with business and IT
goals.
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Lack of data quality and governance seen as
major Al obstacles

Data integrity study from Precisely and Drexel University’s LeBow College of Business
exposes widespread data trust issues and its impact on data and Al initiatives.

PRECISELY has released a new study
conducted in collaboration with the
Center for Applied Al and Business
Analytics at Drexel University’s LeBow
College of Business (Drexel LeBow). Key
findings from this year’s 2025 Outlook:
Data Integrity Trends and Insights
report shed light on the most pressing
challenges businesses face in achieving
Al readiness and other data initiatives,
and how they’re prioritising investments
in data integrity to overcome them.

The report reveals that, despite 60
percent of organisations stating Al is a
key influence on data programmes (a
46 percent increase from 2023), only
12 percent report that their data is of
sufficient quality and accessibility for
effective Al implementation. For years,
companies have grappled with poor-
quality data, leading to a deeply rooted
distrust in the data used for analytics and
Al. While 76 percent of organisations
say data-driven decision-making is a
top goal for their data programmes, 67
percent still don’t completely trust the
data they rely on for these decisions, a
rise from 55 percent in 2023.

A lack of data governance is the
primary data challenge inhibiting

Al initiatives, cited by 62 percent of
organisations. This is likely due to the
role that data governance programmes
play in managing an organisation’s data
usage — including where it’s stored, its
lineage, who has access to it, whether
it has personally identifiable information
(Pll) attributes, and more. Skills gap
further impede Al adoption

With more companies prioritising data-
driven decision-making, the shortage
of skills and resources needed for

data management, analytics, and Al
has also grown this year. Forty-two
percent (42 percent) say a shortage of
skills and resources continues to be
one of their biggest challenges to data

programmes, up from 37 percentin
2023. “While organisations are eager
to benefit from Al’'s capabilities, a talent
shortfall impedes Al integration,” said
Murugan Anandarajan, PhD, professor
and academic director at the Center
for Applied Al and Business Analytics
at Drexel University’s LeBow College
of Business. “Our research findings
highlight that gap, with 60 percent of
respondents citing a lack of Al skills
and training as a significant challenge
in launching Al initiatives — a signal to
business leaders that upskilling must be
a strategic imperative.”

Data quality remains the top data
integrity challenge and priority

Given the findings relating to Al,

it's unsurprising to see data quality
reported as a primary focus for
organisations worldwide. This year,

64 percent of respondents identified
data quality as their top data integrity
challenge, up from 50 percent in 2023.

Additionally, the overall perceptions
of data quality have declined, with

77 percent of respondents rating the
quality of their data as average or
worse, compared to 66 percent in the
previous year. The most significant
barrier to achieving high-quality

data is the lack of adequate tools for
automating data quality processes,
cited by 49 percent of respondents.
Inconsistent data definitions and
formats (45 percent), and data volume
(43 percent) are also top concerns.

The research also shows that poor data
quality continues to have a ripple effect
across all aspects of data integrity, with
50 percent of respondents reporting
that data quality is the number one
issue impacting their organisation’s
data integration projects. To combat
challenges with data trust, quality,

and Al success, organisations are
increasingly realising the importance of
robust data governance programmes.
This year, 51 percent of organisations
identified data governance as a top
challenge to data integrity, second only
to data quality, marking a dramatic 89
percent increase from the previous year
(up from 27 percent in 2023). In line
with this, adoption has increased with 71
percent reporting that their organisation
has a data governance programme,
compared to 60 percent in 2023.

This increased investment is paying
off. Organisations that invested in
data governance programmes report
benefiting from improved data quality
(58 percent), improved quality of data
analytics and insights (58 percent),
increased collaboration (57 percent),
increased regulatory compliance (50
percent) and faster access to relevant
data (36 percent).

The 2023 report predicted the
emergence of data enrichment and
spatial analytics as business-critical
technologies, and this year’s report
demonstrates a significant leap forward
in adoption. In 2024, 28 percent report
data enrichment as a priority for data
integrity, up from 23 percent in 2023.
Organisations are now seeking to
reveal maximum context from their data
for enhanced innovation, operational
efficiencies, and competitive advantage.
Similarly, 21 percent of organisations
say spatial analytics is a priority for data
integrity initiatives, up from 13 percent
the previous year.
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Al cited as the biggest challenge C-Suite must
react to in coming years

A new report from change and transformation specialist, Grayce, highlights Al as a major
priority for C-Suite professionals and their teams, with over a third (39%) saying that
capitalising on Al is a top transformation priority

RESEARCH RESPONDENTS cited Al as

the biggest challenge their business will
need to react to in the short-to-medium

term.

Based on research with over 100 UK
C-Suite professionals from FTSE 350
companies, the report found that Al
has helped to significantly streamline
organisational processes for 37%

of respondents, with 35% actively
using Al to support their change and
transformation projects.

Almost half of respondents claimed
to be clear on who within their
business was responsible for Al, with
2 in 5 saying that their business has a
dedicated head of Al.

Miranda Di Rosa, Chief Development
Officer at Grayce, said: “With Al only
really gaining pace over the past couple
of years, it is interesting to see how
quickly C-Suite professionals have
incorporated Al into their workflows.

It’s also promising that so many

businesses are clear on
who is responsible for Al, as
clarity is a crucial aspect of
ensuring that Al strategies
are effective and impactful.”

Over a third of respondents
said they have already
implemented an Al strategy,
while 36% have invested in
briefing and educating their
employees on this strategy.

However, 38% claimed that their
organisation doesn’t have enough
skilled Al professionals and 41% said
that they are worried about the ethical
implications of Al.

Miranda continued: “While our research
shows that many C-Suite professionals
have been quick to implement Al
strategies and are recognising the
benefits the technology can have on
efficiency and productivity, there’s still
a degree of caution. Understandably,
many are still apprehensive about

Al, which for some will result in a
reluctance to embrace it.

“However, with our research
demonstrating the benefits of Al
integration, there is a real possibility
that those who adapt to such
technological advancements will
overtake the rest. For effective Al
integration, leaders must invest in
training and development to equip
employees with proper Al skills, as
well as promoting cross-functional
teams to create a mix of Al
expertise.

Hybrid hosting now preferred choice for IT leaders

THE REPORT, commissioned by Asanti,
one of the UK’s leading colocation

data centre providers, and conducted
by VansonBourne, indicates that many
organisations now view blending public
cloud with on-premise solutions as

the optimal approach to managing IT
infrastructure.

Over the last decade, many
organisations adopted a cloud-first
approach, however as the research
findings reveal the realisation that a
hybrid strategy, combining on-premise
and cloud, would have helped to
avoid some of the critical challenges
shared in the report. The research,
which surveyed 100 senior IT decision

makers across public and private

sectors in

the UK, revealed key drivers for this

change in thinking:

O Unexpected costs: 77% of
respondents reported that operating
costs in the public cloud were higher
than anticipated, with 63% stating
these costs exceeded those of their
previous non-public cloud models.

O Security and compliance concerns:
Ensuring security and meeting
regulatory compliance proved
challenging for 62% of organisations.
As a result, many are reconsidering
the public cloud for their critical and
sensitive data.

O Prolonged migration times: 98%

said that they faced difficulties during
their migration to the public cloud
with more than half (57%) reporting
that the move to public cloud took
longer than expected, often leading
to disruptions in business operations
and escalating costs.

These challenges have led to
widespread repatriation of applications
from public cloud platforms, with a
staggering 91% of those surveyed
reporting that they are now moving
applications back to on-premise or
colocation data centres. Performance
issues, downtime, and the need for
more control over infrastructure are
additional reasons for this shift.
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Threat landscape intensifies

Technology companies drastically trail other industries in overall security posture.

ARCTIC WOLF has published its 2024
Security Operations Report, which
explores data and insights gathered
from more than 250 trillion security
events analysed by the Arctic Wolf
Platform over the past year. The report
provides actionable insights for security
leaders looking to leverage the security
operations expertise of one of the
largest security operations centers
(SOCs) in the world.

With a growing number of security
tools and vendors, and record high
cybersecurity budgets, the frequency
of cyberattacks continues to outpace
these investments. Coupled with other
significant threats that organisations
have faced over the past year, such

as widescale IT outages, thousands

of new critical vulnerabilities, and the
malicious efforts of nation-state actors,
many organisations find themselves
struggling to manage their cyber

risk effectively. Based on real-world
observations from more than 6,500
organisations, the 2024 Arctic Wolf

Security Operations Report provides an
unrivaled deep-dive into the modern
threat landscape, arming organisations
with the security operations best
practices they need to achieve better
security outcomes.

Key findings from the report include:
24x7 coverage is key. Nearly half (45%)
of security events now occur outside
traditional working hours, highlighting
how the mass adoption of cloud-based
application requires organisation to
enable 24x7x365 security monitoring.
The sprawl of security tools
overwhelms teams. Identity and
access management (IAM) tools have
become the leading source of alerts of
security operations teams, with identity
telemetry accounting for seven of the
top ten indicators of compromise during
security events

Many industries remain under constant
attack. Technology companies have
the worst average security posture of
all industries examined, while highly

00101
11011010Q)

. | 1)0 Ao 100%,10107%141

regulated industries like Banking, Legal,
and Healthcare have the best overall
security postures.

Leading business applications remain
most targeted. Some of the most
commonly used critical business
software from Microsoft accounted for
three of the top four applications most
leveraged by attackers, underscoring
the prevalence of cyber risk and the
importance for IT and security teams
to quickly identify and patch potentially
devastating vulnerabilities.

Security incidents for large enterprises on the increase

NETWRIX has revealed additional
findings for the enterprise sector
(organisations with more than 1,000
employees) from its annual global 2024
Hybrid Security Trends Report.

According to the survey, 84% of
organisations in the enterprise sector
spotted a cyberattack within the last 12

months, compared to only 65% in 2023.

The most common security incidents
are phishing, user or admin account
compromise, and ransomware or other
malware attacks.

“The surge in the attack rates across
organisations of all sizes, including
the enterprise sector, may indicate
that threat actors found Al automation
extremely beneficial. With the

introduction of Al, sending a massive
number of phishing emails and probing
systems and services for vulnerabilities
is only a matter of orchestration

on those platforms operated by
cybercriminals. Constant pressure
stresses the security teams and

might lead to reduced and worn-out
protection levels. To ease this burden,
organisations should consider involving
third-party investigators as a part of
their incident response plan. It will help
offload the internal security team when
dealing with an ongoing attack,” says
Dirk Schrader, VP of Security Research
and Field CISO EMEA at Netwrix.

For 53% of attacked large organisations,
a security incident resulted in additional
unexpected expenses to fix security

gaps. Each fifth enterprise faced
compliance fines (22%) and a reduced
competitive edge (21%). Moreover, 30%
of enterprises estimated their financial
damage from cyber threats to be at
least $50,000, compared to just 17%
among organisations overall.

“Typically, large enterprises have
already implemented the basic security
controls and thus must address more
complex and costly issues in the
aftermath of an attack. Where a smaller
organisation may have a quick fix
available and can accept certain risks,
enterprises must invest in the security
team, process changes, and tooling to
close even the smallest gaps exploited
by the attacker,” says llia Sotnikov,
Security Strategist at Netwrix.
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Senior Al professionals see positive returns on
active GenAl investments

Dataiku and Databricks market research report highlights a decisive financial shift among
organizations to invest in GenAl to actively shape operations and strategies.

DATAIKU has released survey findings
that explore how GenAl has reshaped
operations as it becomes a cornerstone
of enterprises’ business strategy. The
findings underscore a wave of growing
optimism, as 65% of respondents
verified that they are experiencing
positive returns on the GenAl projects
they have put into production,
demonstrating that these initiatives are
not only guided by strategic foresight
but are also financially rewarding.
Nearly all leaders surveyed (90%)

are investing in GenAl, highlighting a
decisive shift, as 57% of respondents
include GenAl as part of their IT and
data science budgets, while 33% are
creating new budget lines specifically
for GenAl projects.

In May 2024, Dataiku and Databricks
surveyed 400 global senior Al
professionals to uncover year-over-year
trends in GenAl utilization, perceptions,
investment strategies, and operational
challenges since its 2023 report:
Extreme worries over Al dropped
sharply from 10% to 4%, suggesting

an industry shift to a more moderate
perspective.

Over half (56%) of Al leaders believe
the C-suite better understands the risks
and benefits of Al, a 17% year-over-year
increase, which closely correlates to
increased budget allocations.

Despite growing enthusiasm and
strategic investments in GenAl,
foundational obstacles to extracting
the most value from analytics and Al
continue to persist, with data quality
leading at 58%.

Foundational obstacles have been
compounded with emerging Gen-
Al-specific barriers. The biggest

and most present GenAl challenges
for respondents include a lack of
necessary resources (44%), employee

10 ISSUEV 2024 | MSP-CHANNEL.NEWS

knowledge deficiencies (28%), and IT
and policy constraints (22%).

“As an industry, we’ve long talked
about the last mile of Al and how to
deliver value from the products that
will drive the space forward. More
than a third of companies now have a
dedicated budget for GenAl, and it’s
become evident how quickly they are
embracing the technology and realizing
strong returns on their investments,”
said Conor Jensen, Global Field CDO
of Dataiku. “Our survey reveals that Al
leaders are starting to think broadly
about where they apply analytics and
Al across the organization not only

to improve but accelerate business
outcomes.”

“These findings reaffirm that interest

in GenAl continues to grow stronger.
Yet, organizations face challenges

in delivering high-quality GenAl

apps,” said Prem Prakash, Head of

Al Marketing at Databricks. “To solve
these challenges, we want to help
every business unlock the power of
data intelligence by helping them build

domain-specific, secure Al systems
leveraging their data. Together with
Dataiku, we will continue to help every
enterprise benefit from GenAl and
deliver positive outcomes for their
business.”

LLM Variety Sustains Competitive Edge
The survey also looked closely at Al
leaders’ approaches to GenAl model
adoption and found a multi-large
language model strategy pushes the
boundaries of innovation and provides
the biggest competitive advantage:
Hosted LLM services are the most
popular for ease of integration and
broad acceptance, with 85% of
respondents either using these services
in production or exploring their potential.

Self-hosted open-source LLMs, which
provide flexibility and can address
security and privacy concerns, are
gaining popularity. More than half of
the participants (56%) said they are
experimenting with or have put these
models into production. Al leaders
are committed to trialing other GenAl
models like multimodal, video, image,
and more. Over half (65%) reported
experimenting with or using these LLMs
in production to gain a competitive
edge.

Our survey reveals that
Al leaders are starting
to think broadly about
where they apply

analytics and Al across
the organization not only
to improve but accelerate
business outcomes
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Skills shortage tops list of Al challenges for

IT leadersin 2024

New research from Confluent sees IT leaders share their biggest Al implementation

challenges.

SKILLS SHORTAGES are the #1
challenge facing IT leaders looking

to implement artificial intelligence in
2024. That’s according to research from
Confluent, released ahead of this year’s
BigData LDN event.

The research, which surveyed over
500 UK IT leaders, explores the top
challenges facing IT departments when
it comes to adopting and implementing
Al. It found that 68% of IT leaders
believe “insufficient skills and expertise”
are a challenge when it comes to rolling
out Al. More than a quarter (28%) go

as far as to say this skills shortage will
pose a “major” challenge in the year
ahead.

According to Confluent’s data, the UK’s
top Al challenges include:

O Insufficient skills and expertise (68%)
O Inability to integrate data /

fragmented systems (66%)

O Insufficient infrastructure for real-time
data processing (65%)

O Poor data timeliness and quality
(62%)

Addressing these challenges will be
critical, with 79% of IT leaders saying
they expect the demand for Generative
Al and similar technologies to grow
over the next two years.

As a result, many IT leaders are
rethinking their approach to data,
switching to more real-time processing
methods. Over two thirds (68%) say
that feeding Al and machine learning
(ML) via real-time data streams will be
an important part of their strategy in
the year ahead, while 29% say it will be
their “top priority”.

Commenting on the research, Richard
Jones, data expert at Confluent said,

“Al has been a marketing buzzword
and not a technological reality for
most companies — until now. But as Al
becomes mainstream for businesses,
many find they are still in the early
stages of Al implementation. An Al
skills shortage, coupled with a lack
of infrastructure for real-time data
processing, mean businesses are
grappling with a complex, evolving
technology.

Preparedness pays off

THE COMMVAULT SURVEY, done in

collaboration with GigaOm, shows

that organisations that have endured

cyber incidents in the past don’t want

to get burned again. Consequently,
they often reassess and invest in cyber
resilience and recovery strategies in
very meaningful ways. According to the
survey:

O Investments in cyber resilience
increase: Organisations that have
been breached spend nearly 30%
more on cybersecurity measures
than those that haven’t.

More attention is given to
understanding data risk profiles:
Breached organisations are nearly

2.5 times more likely to prioritise
understanding their data risk profiles,
which highlight data types and relative

levels of risk. Cyber readiness testing

is prioritised: Breached organisations
conduct more testing to find gaps

in their cyber preparedness plans.
Twenty percent of organisations that
haven’t been breached do not test their
recovery plan at all, that number drops
to just 2% for organisations that have
been breached.

The impact of these added investments
and focus on cyber resilience is
significant. According to the survey,
breached organisations that have
invested in comprehensive cyber
recovery plans recover 41% faster
than their less-prepared counterparts.
In terms of specific recovery times,
breached organisations state that they
are 32% more likely to recover within
48 hours compared to those that have

not been breached — a much better
outcome than the recovery times noted
by other respondents, which could be
three weeks or more. This reduced
downtime can translate to significant
savings, both in terms of direct financial
losses and the preservation of customer
trust and brand reputation.

“We’ve all heard the expression hindsight
is 20/20, and that could not be more
applicable when it comes to the findings
of this survey,” said Brian Brockway,
Chief Technology Officer at Commvault.
“Our survey shows that the most resilient
organisations are those that continuously
test and refine their recovery strategies,
learning from each incident to strengthen
their defences. It’s this proactive mindset,
rather than reactive spending, that makes
the difference.”
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Cynomi's State of the Virtual CISO Report 2024
reveals service provider opportunities

Offering vCISO service provided substantial financial gains for service providers, with
the majority increasing revenue according to the report.

CYNOMI has published the results
of its 2024 State of the Virtual CISO
report, highlighting a growing market
opportunity between what service
providers are offering and what their
small-to-medium business (SMB)
customers want.

At a time when 75% of service providers
report high demand from their
customers for vCISO functionality, the
report reveals that only 21% are actively
offering them — opening a window onto
a growth-area for service providers,
while emphasizing the growing
centrality of vCISO services to today’s
cybersecurity operations.

This increased demand for vCISO
services on the part of SMB customers
can be attributed to a number of
factors. Compliance frameworks

and regulations are proliferating;
cyberattacks continue to escalate in
number and intensity; and the global
supply chain is increasingly tangled.
Meanwhile, the cybersecurity skill gap
keeps growing, and those few SMBs
that can afford dedicated CISOs often
struggle to find them. Cornerstones

of contemporary cybersecurity like
compliance assessments and security
remediation are increasingly difficult for
SMBs to navigate on their own. In this
context, the expertise and guidance
offered by vCISOs have grown
substantially in importance, according
to Cynomi’s report.

vCISO services unlock a range of
opportunities for MSPs, including

ease of upselling and enhanced
differentiation. Accordingly, the financial
gains reported by service providers
offering vCISO functionality were
significant: 37% increased their margins
as a result of offering vCISO services
and 34% increased their revenue,

with the majority of them reporting an
increase of 20% or higher. The benefits

IO e

extend to the end-customer as well:
46% of respondents said their customer
security was improved, while 44%
noticed a marked upswing in customer
engagement.

Beyond upselling, the report suggests
that these financial gains can be
attributed to reduced headcount:
through the use of a vCISO platform,
many service providers are optimizing
and automating key strategic
operations, such as accessing and
managing security and compliance
frameworks. Many service providers are
already carrying out similar operations
without using a vCISO platform,
suggesting significant cost and time-
saving benefits to adoption.

“This report testifies to a desperate
need on the part of SMBs and SMEs

for vCISO services,” said David Primor,
Ph.D., co-founder and CEO of Cynomi.
“These businesses are sinking under
the weight of countless new regulations
and are more eager than ever for the
kind of guidance only vCISOs can
provide. Service providers who are
already offering these services have
seen operational costs shrink and
revenue soar — and so it’s no surprise
that so many more intend to offer
vCISO services in the months and years
ahead.”

Cybersecurity compliance is a notable
pain point for service providers, with 93%
of respondents feeling overwhelmed
by regulatory compliance frameworks
as PCI-DSS or GDPR and 74% feeling
overwhelmed by cybersecurity
frameworks like NIST and ISO. “Service
providers today are operating in an
ultra-competitive market in which the
need to differentiate is a must,” added
David Primor. “The results of this report
underline just how essential vCISO
services are to this differentiation. The
gap between the number of SMBs who
want vCISO services and the number
of service providers who offer them is
alarmingly wide, but this gap presents a
significant opportunity for enterprising
MSPs and MSSPs. Closing that gap is
one of the chief tasks facing service
providers today.”

According to the report, those resistant
to vCISO services cite issues such

as technology or knowledge gaps in
cybersecurity or compliance, as well

as a lack of skilled personnel or a high
initial investment. Increasingly, though,
service providers are aware that vCISO
platforms actually solve all of these
issues. Accordingly, the vast majority
of service providers — 98% — intend to
offer vCISO services to their clients in
the future, and 39% plan to offer them
by the end of this year.
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Only 14% of customer service issues
are fully resolved in self-service

Only 14% of customer service and support issues
are fully resolved in self-service, according to

a survey by Gartner, Inc. Even for issues that
customers describe as “very simple”, only 36%
resolve fully in self-service.

WHILE MANY ORGANIZATIONS have made
considerable investments in self-service capabilities,
a Gartner survey of 5,728 customers conducted

in December 2023 revealed that resolution rates
remain low.

“While 73% of customers use self-service at

some point in their customer service journey,

it's concerning to see that so few fully resolve
there,” said Eric Keller, Senior Director, Research in
the Gartner Customer Service & Support Practice.
“It’'s imperative that customer service and support
leaders work to resolve the issues customers face
in order to fully realize the value of their self-service
investments.”

Customers Frustrated by Ineffective

Self-Service Solutions

Customers feel a disconnect between the issues
they want to solve and the capabilities that self-
service can offer. Forty-five percent of customers
who started in self-service said the company
didn’t understand what they were trying to do.
Furthermore, the most common reason for self-
service failure was that in 43% of cases, customers
couldn’t find content relevant to their issue.
“Customers feel frustrated by self-service
journeys that feel too rigid to deal with the
complexities of their service issues,” said Keller.
“Self-service can offer substantial benefits for
organizations and customers, but work is required to
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ensure that customers’ needs are understood and
responded to.”

In order to improve self-service resolution, customer

service and support leaders should:

O Scale and maintain self-service content by
expanding content creation responsibilities to
reps, enabling them to create knowledge as part
of the issue resolution workflow, rather than as a
separate process.

O Invest in proactive delivery of self-service
solutions by using customer account, interaction
and product usage data to predict customer needs.

O Simplify the resolution path on their website with
a single digital concierge, such as a GenAl
chatbot, positioned as the most prominent entry
point to the customer journey.

O Assess and improve the performance of self-
service content continuously — for example, by
allowing both customers and reps to flag
ineffective content and establishing ongoing
processes for improving content quality.

“The realities of self-service journeys, which

have many potential paths to a solution, varying
expectations for content, and constantly evolving
issue types — have limited the success of
organizations’ self-service investments,” said Keller.
“Organizations need to capture, diagnose and
predict customer intent in self-service, and match
them with the best-fit solution.”

30% of enterprises to automate more than
half of their network activities by 2026

By 2026, 30% of enterprises will automate more
than half of their network activities, an increase from
under 10% in mid-2023, according to Gartner, Inc.
“Infrastructure and operations (I&O) leaders are
increasingly looking to Al-based analytics and
augmented decision making, including intelligent



automation (lA), to improve operational resilience
and responsiveness, address complexity and
process increasingly large amounts of data through
automation,” said Chris Saunderson, Sr Director
Analyst at Gartner.

IA for 1&O is the application of Al techniques,
including generative Al (GenAl) to automate decision
making and execute actions for I&O initiatives. It

is increasingly being used to empower business
agility and is driving more advanced I&O service
enablement. IA is an emerging technology that is in
the Trough of Disillusionment on the Gartner Hype
Cycle for I&O Automation, 2024 and is expected to
reach mainstream adoption in the next five to ten
years (See Figure 1).

The addition of GenAl capabilities has increased
demand in the market for IA platforms. Through
the use of analysis and automation, IA enables
capabilities that deliver improved operations,
efficiency and insight generation.

“Technology providers that offer best-of-breed
tools for Al for IT operations (AlOps), application
performance monitoring and GenAl will influence
IA,” said Saunderson. “AlOps and stand-alone
automation technology providers may expand their
offerings to IA, through acquisitions or organic
development.”

Hyperautomation Continues to be A Staple
Discipline for 90% of Large Enterprises

“Along with A, hyperautomation has seen a
resurgence in interest and demand since the
fervor of GenAl that launched in November 2022,”
said Frances Karamouzis, Distinguished VP Analyst
at Gartner. “Hyperautomation involves the use
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of multiple technologies and tools including Al,
machine learning, event-driven software architecture
and robotic process automation, among others.”
Less than 20% of organizations have mastered

the measurement of hyperautomation initiatives.
“Hyperautomation initiatives are often an integral
part of a larger technology roadmap that includes
systems of record on one end of the spectrum, and
Al and GenAl on the other,” said Karamouzis.

The demand for hyperautomation is driven by

the mandate for operational excellence across
processes and functions to support resilience. Thi